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The AI Landscape

Artificial intelligence

Machine learning

Supervised leaming Unsupervised learning
Linearfogistic regression Principal component
Support vecior machines
Indepandent
Random forests SOAShAR S
A rakhbors k-means clustenng
Boosting ensembles ‘Autoencoders
Gonvoksionel el ~ Natural language
networks. models SWESE)  processing
learni
Computer vision Resp i &'3. @ @
Robotics o g ChatGPT, Claude, CoPilot,
Gemini, Grok

Source: Research Gate - The prospect of artificial intelligence to personalize assisted reproductive technology


https://www.researchgate.net/figure/The-artificial-intelligence-landscape-A-Venn-diagram-providing-a-holistic-view-of-the_fig2_378676909
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The AI Landscape
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https://mattturck.com/landscape/mad2024.pdf
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The Old Guard The New Guard
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https://www.businessinsider.com/top-ai-startup-companies-salaries-pay-data-openai-anthropic-perplexity-2025-7

Who is ‘winning big’ 1! Opinion Alert @

WHEN EVERYONE DIGS FOR GOLD S K .

databricks WIETY EQuUINT X

[ SHOVELS $9 | Jdb

ASML 39%snowflake

s NVIDIA Corp OI_\)AC |_€

MASDALT RYVTIA

Marioet Summary > KVICUA Corp
17275 w0
+185.56 1,358 158

15%) ¥ past § years



https://nvidianews.nvidia.com/news/openai-and-nvidia-announce-strategic-partnership-to-deploy-10gw-of-nvidia-systems
https://nvidianews.nvidia.com/news/openai-and-nvidia-announce-strategic-partnership-to-deploy-10gw-of-nvidia-systems
https://nvidianews.nvidia.com/news/openai-and-nvidia-announce-strategic-partnership-to-deploy-10gw-of-nvidia-systems
https://nvidianews.nvidia.com/news/openai-and-nvidia-announce-strategic-partnership-to-deploy-10gw-of-nvidia-systems
https://nvidianews.nvidia.com/news/openai-and-nvidia-announce-strategic-partnership-to-deploy-10gw-of-nvidia-systems

Gartner ‘Hype Cycle’ Technology/Product Adoption

Crossing
A VISIBILITY
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Source: Jackie Fenn Gartner Hype Cycle 1995, Geoffrey Moore “Crossing the Chasm” 1991


https://en.wikipedia.org/wiki/Gartner_hype_cycle
https://en.wikipedia.org/wiki/Crossing_the_Chasm
https://en.wikipedia.org/wiki/Crossing_the_Chasm
https://en.wikipedia.org/wiki/Crossing_the_Chasm
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Top 3 Concerns 1! Opinion Alert @
from General Public

Concern #1 “Al is going to replace jobs”
@ Concern #2 “Bad for the environment”

@ Concern #3 “Al will be smarter than us”
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Concern #1 “Al is going to replace jobs”

Jobs aren’t disappearing,
but that job descriptions for everyone are being rewritten.




Concern #2 “Bad for the environment”

Current Issues

° °°° ° “
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10,000 data centres globally with 50% in the USA [ Lack of precise estimates }




Concern #3 “Al will be smarter than us”



https://aisafety.dance/

Concern #3 “Al will be smarter than us”

Some forms of AI are already smarter than humans at specific tasks

An artificial general intelligence is a real humanity-threatening risk .......
timelines and scale of risk is heavily debated

!! Opinion Alert @ & The real world is messy
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Recommended Reading/Resources

‘.! Al ACTION
«." SUMMIT

International

Al Safety Report

The International Scientific Report
on the Safety of Advanced Al
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https://press.princeton.edu/books/hardcover/9780691249131/ai-snake-oil?srsltid=AfmBOopmndYl57pK2SD00X0Ty-OoxRKmeQ3Ie-wVFw9tKmg3JS_SmxRH
https://www.goodreads.com/book/show/28186015-weapons-of-math-destruction
https://www.amazon.com.au/Ethical-Algorithm-Science-Socially-Design/dp/0190948205
https://www.gov.uk/government/publications/international-ai-safety-report-2025

Databases and Record Keeping
fommbl

Welcome to the

. . Al Incident Database
MIT Risk Repository

Categories o

Incident 195 Nigena-Based YouTube Networs Alegedly Uses Al
IncidentDatabase. IR L o L o it Ty L NS NS NN

1. Discrimination & Toxicity

POUT TSR,

2. Privacy & security

3. Misinformation SR

4. Malicious actors & misuse

5. Human-computer interaction e i b O M1 O S e 4]

6. Socioeconomic & environmental harms

7. Al system safety, failures and limitations



https://incidentdatabase.ai/
https://oecd.ai/en/incidents?search_terms=%5B%5D&and_condition=false&countries=NZL&from_date=2019-12-31&to_date=2025-10-24&properties_config=%7B%22principles%22:%5B%5D,%22industries%22:%5B%5D,%22harm_types%22:%5B%5D,%22harm_levels%22:%5B%5D,%22harmed_entities%22:%5B%5D,%22business_functions%22:%5B%5D,%22ai_tasks%22:%5B%5D,%22autonomy_levels%22:%5B%5D,%22languages%22:%5B%5D%7D&order_by=date&num_results=20
https://airisk.mit.edu/

e
Current AI Risks

(® Topics off limits

Mental health, suicide, self-harm,

pornography, violence against women
and girls, child exploitation

Q, Topics for discussion

Political polarisation, financial scams &
hacking, discrimination & bias, human
fatalities from trusting

machines/algorithms
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LLM related Cyber Security Risks

1. Prompt Injection .. . .. . Inputs that hijack AI behavior

2. NGIVET\/ B S ... Blindly trusting AI generated outputs

3. Maninthe M |dd|e e Intercepting AI communication channels

4. Prom pt Lea kag ©S - Exposing system instructions to users

5. Info Sfufflng .......... i False information in information spare areas

6. Su pply Chain HCICkS S _ Compromised models, plugins, metadata

7. Excessive Agency ... AI Agents acting beyond intended scope

8. Sensitive Information Access.. .. AI models exposing confidential data/ PII

9. Hallucinations .. .. I - AI generating plausible but incorrect information
10. Unbound Consumption Large compute costs or capacity exhaustion


https://genai.owasp.org/llm-top-10/
https://genai.owasp.org/llm-top-10/
https://genai.owasp.org/llm-top-10/
https://genai.owasp.org/llm-top-10/

Cyber Security Risk Management

SRR

“Defence in Depth” “Swiss Cheese Model”

Perimeter Security

Network Security

Server and Endpoint

Applcation & User Security




Current AI Risks Cyber Security, ‘Shadow Al' and prompt injection

Computer Sclence > Cryptographby and Security
[Rutmirmed o P daag JUME el Lair rewaiadd P iy SO (Than weraip, wd i)
"Do Anything Now"™ Characterizing and
Evaluating In-The-Wild Jailbreak
Prompts on Large Language Models

MIT Risk Repository Categories

Xinywe Shen, Teyuan Chen, Michael Backes, Yun Shen, Yang

1. Discrimination & Toxicity Thang

2. Privacy & security ar {iu > €4 > arkiv:2407. 11969

Computer Science > Comy lon and L
[ubetted o B Jul 2024 (i), Gant prvised 17 Aar NE28 this version, wdlf

Does Refusal Training in LLMs

3. Misinformation

Generalize to the Past Tense?
. 4. Malicious actors & misuse Maksym Andriushchenko, Nicolas Flammarion
Tochnology| Al
Samsung Bans Generative Al Use by }
5. Human-computer interaction Staff After ChatGPT Data Leak BT {1V o > asvannziziz

= Employees accidentaly aked sensithve data via ChalGPT
= Companty preparing own intermal artificial inteligence tocls

= Sclence = Cry

gragiy and Srcsrity
sbmivtodd g 1 Fak MOGF o L1 Gr revinad' 1 dday 2000 it vornipa, ol

6. Socioeconomic & environmental harms By Mark Gurman Mot what you've signed up for: Compromising
May T, DGR, 148 AM UTC Real-World LLM-Integrated Applications with
Indirect Prompt Injection
s o elmin Samaung Fectronsc Co. i hanning rmpiowrs e o
1 C e ] ik eyt 1 ol likie CRAnCPT. Gannghe Baid Kal Creibake, Sahar Abdsleats, thaileib Mishra, Cheistaph Dndegi, Thorben
' 7. Al system safety, failures and limitations l ) P e i
= vhee e oo susch nechiwoliogy i the werkpiace.

Source: LinkedIn Dr Ra'ed Awdeh, Bloomberg via Archive.ph, IBM Prompt Injection Attacks, Examples, Not what you Signed Up For


https://www.linkedin.com/pulse/shadow-grows-navigating-risks-from-ai-ra%CA%BCed-awdeh-phd-sgn5f/
https://www.linkedin.com/pulse/shadow-grows-navigating-risks-from-ai-ra%CA%BCed-awdeh-phd-sgn5f/
https://www.linkedin.com/pulse/shadow-grows-navigating-risks-from-ai-ra%CA%BCed-awdeh-phd-sgn5f/
https://archive.ph/OBXGs
http://archive.ph
https://www.ibm.com/think/topics/prompt-injection
https://www.amazon.com.au/Ethical-Algorithm-Science-Socially-Design/dp/0190948205
https://arxiv.org/abs/2302.12173

For your competitors....It really is this simple....

@ ChatGPT Act as a ruthless competitor looking to take market share — or even drive out of business — the company named below. Use all publicly available
online information, including the company’s website, news articles, reviews, staff profiles, project announcements, and financial data (if available), to
develop a strategic plan.

Company Name: [INSERT YOUR COMPANY NAME HERE]
Website: [INSERT YOUR WEBSITE HERE]
Your report should include:
1. Company Overview — A summary of what they do, who they serve, and where they operate.
2. Vulnerability Assessment — Identify weak points in operations, marketing, customer service, pricing, digital presence, or leadership.
3. Customer Targeting Strategy — Suggest how a competitor could win over their clients using pricing, positioning, innovation, or Al tools.

4. Al Advantage Opportunities — Recommend how Al could be used to outperform them in bidding, planning, marketing, delivery, or compliance.

5. Takeover or Elimination Tactics — Provide a clear, actionable plan for a competitor to dominate or force them out of business. Anticipate their possible
responses and counter them.

Keep it realistic. aaaressive. full bad actor tone, and based on evidence.
4+ &b Search of Deep research

Source: Sean Whitaker - Act as a Ruthless Competitor - Crystal Project Management


https://www.linkedin.com/posts/seanwhitakerpm_i-gave-a-presentation-on-ai-last-week-and-activity-7342670801986342914-mXql/?utm_source=share&utm_medium=member_android&rcm=ACoAAB5vOu0BxFpXQwR3tZLKp_q35lpfqwFNosQ
https://www.linkedin.com/posts/seanwhitakerpm_i-gave-a-presentation-on-ai-last-week-and-activity-7342670801986342914-mXql/?utm_source=share&utm_medium=member_android&rcm=ACoAAB5vOu0BxFpXQwR3tZLKp_q35lpfqwFNosQ
https://www.linkedin.com/posts/seanwhitakerpm_i-gave-a-presentation-on-ai-last-week-and-activity-7342670801986342914-mXql/?utm_source=share&utm_medium=member_android&rcm=ACoAAB5vOu0BxFpXQwR3tZLKp_q35lpfqwFNosQ

Current AI Risks Cyber Security, ‘Shadow Al' and prompt injection

« Plinythe Uiberator 3 © o Q & Pinned
@ Pliny the Uberator ) & older plinius < Feb 7

ANTHROPIC: PWNED
OPUS-4.6: IBERATED E )
Current state of Al *Safety”: one input = hundreds of jallbreaks at once!

1 found a universal jailbreak technique for Opus 4.6 that is so OP, it allows P L I N Y E P RO M P E R
one to generate entire datasets of outputs across any harm category &y | I I |

We've

Pliny the Liberator 2 ©

<oend Latont S00C0 steward ¥ promprt Incanter 2. hacker of matrices & beeaker of
mackov chaing « al danger rossancher x bt § architect-healer >

bl" : ) “‘.:N =

Q 0 3z Q a3x |4 455K



https://pliny.gg/

Information Mining - Real World Example

On Tue, 13 Jan 2028, 13:14 Gladsy Alexander, <gladsyoanssbeio@omall com> wrole

i Ernma,

| hope you're doing wedl

I'm reaching out regarding a confidential strategic engag and social-impact opportunity with organisations looking for someone who can operale af the inbersection of public sector innovation, Al project delivery, stakeholder
[-Rd , and miuak driven organisstionsl development Aler rinidwing your Batground paticulary your work delivenng complsa Al and dath projects Tor the UK public seclor. your eederihip in socal enlemphise and spors
povemancs, and your ability b cul through complexity with & SyEtems-lvel perspective it felt ke a genuinsly meaningful alignment

This opportunify sits at the convergence of public secior transformation, sthical technology, and community-focused growth. it involves shaping sngagement strategies, leading multidsciplinany project outputs, supporting organisational
possitioning, and driving highi-mpact programmass Sl si aoross govemmant, sockl entenprise, and inncvation ecosysiems. The organbsations involaed are specifically looking for individuals wha combing analytical depth, staksholder
fluency, and mission-led thinking, rathes than traditional business development alons

I8 Personal Information from Emma’s CV redacted

If you'd be open to a briel exploratory conversation, I'd be glad o share more context and understand what types of Strategic Engagement, Public Sector Consulting, Social Enterprise Leadership, or Ethical Al / Innovation roles you
iy b goploring nead. If the timing ksn't right, 1'd still weslooma the opporfunity to connect and stay in louch

Tharics for your ime, and for he maldscpingny conlbribulion you've aready made S0ss pubic serdce, tech, and communily eadership

Elast rogands

Gladsy Careerhelp ( Executive Search
Specialist

Cilabdxy Abenamder Exscuivee search spec \,/
Hes@sumierUob placems: esciadist 300 fom =0

Glald‘sy



https://www.mbie.govt.nz/about/news/scammers-defraud-kiwis-of-265-million-in-12-months
https://www.mbie.govt.nz/about/news/scammers-defraud-kiwis-of-265-million-in-12-months
https://www.mbie.govt.nz/about/news/scammers-defraud-kiwis-of-265-million-in-12-months

Current Al Risks Case Study: “Deleting the Entire Environment”

MIT Risk Repository Categories Al code wreaked havoc with Amazon
1. Discrimination & Toxicity OUtage' qnd now the compqny is mqking
tight rules

2. Privacy & security

3. Misinformation Context:
Kiro Al coding tool updated
4. Malicious actors & misuse code without req uiri ng any

et
5. Human-computer interaction

Kiro decided the best

solution was to “delete and

. 7. Al system safety, failures and limitations l recreate the environment
from scratch.”

6. Socioeconomic & environmental harms



https://www.digitaltrends.com/computing/ai-code-wreaked-havoc-with-amazon-outage-and-now-the-company-is-making-tight-rules/
https://blog.barrack.ai/why-ai-code-fails-in-production/
https://blog.barrack.ai/why-ai-code-fails-in-production/
https://blog.barrack.ai/why-ai-code-fails-in-production/

Current AL Risks Case Study: “Man in the Middle Attack”

MIT Risk Repository Categories

chatgpt download X | &5

1. Discrimination & Toxicity

QAl Eimage [ News B News Q Maps ! Moo

2. Privacy & security Ad - www.chatgpt.safe.net ~

ChatGPT - Official App | Secure Download - chatgpt.safe.net
| Download the official ChatGPT app. Secure and encrypted access.
3. Misinformation

hitps:lichatgpt.com ~ o
4. Malicious actors & misuse [ ChatGPT - Official ApP lm
ChatGPT the official Dow! e
ChatGPT - Ttaring. Trom intemet

OpenAl H
© oo |

oficial page for ChatGPT:
- pontr



https://thehackernews.com/2026/01/two-chrome-extensions-caught-stealing.html
https://thehackernews.com/2026/01/two-chrome-extensions-caught-stealing.html
https://thehackernews.com/2026/01/two-chrome-extensions-caught-stealing.html
https://thehackernews.com/2026/01/two-chrome-extensions-caught-stealing.html
https://thehackernews.com/2026/01/two-chrome-extensions-caught-stealing.html

Current AL Risks Case Study: Naivety - Junior ‘Vibe Coders’

MIT Risk Repository Categories

1. Discrimination & Toxicity

2. Privacy & security

3. Misinformation

4. Malicious actors & misuse

5. Human-computer interaction
6. Socioeconomic & environmental harms

7. Al system safety, failures and limitations

Source: LinkedIn “Steve Fox, MCP Server”


https://www.linkedin.com/posts/stevefoxnz_a-well-known-fabric-mcp-server-asked-me-to-activity-7422042276295684096-vdZW/
https://www.linkedin.com/posts/stevefoxnz_a-well-known-fabric-mcp-server-asked-me-to-activity-7422042276295684096-vdZW/
https://www.linkedin.com/posts/stevefoxnz_a-well-known-fabric-mcp-server-asked-me-to-activity-7422042276295684096-vdZW/

Current AI Risks

MIT Risk Repository Categories

' 1. Discrimination & Toxicity

2. Privacy & security

3. Misinformation

4. Malicious actors & misuse

5. Human-computer interaction

6. Socioeconomic & environmental harms

7. Al system safety, failures and limitations

Finding a Job - Applicant Tracking Systems

“72% of CV'’s are never seen by human eyes”
Cathy O’'Neil, Weapons of Math Destruction

iTutorGroup to Pay
$365,000 to Settle EEOC
Discriminatory Hiring Suit

1. APPLICANTS STRUGGLE
CV's rejected by AUATS bt

ATS due

keyword/Tormat mistsach

2. A OPTIMIZATION & RLOOD:
Applicants use AX

Recrufters overhulmed
ovechahed with Al.generated
lockalike, lockalie CVs

A1 REGULATION

Mobley v. Workday: Amended
Complaint Highlights
Discrimination and Al Bias

in Employment Screening

Al discrimimates esing proxy dats

(e g, school company), privileged
profies. These based selections retran
retrain A

3. BASED Al TRAINING: ‘



https://airisk.mit.edu/
https://www.fishpond.co.nz/Books/Weapons-of-Math-Destruction-Cathy-ONeil/9780141985411?utm_source=googleps&utm_medium=ps&utm_campaign=NZ&gad_source=1&gad_campaignid=17177494710&gbraid=0AAAAAD_dOfqbp2sgE0MSxImV50lLi_WZa&gclid=Cj0KCQjwrc7GBhCfARIsAHGcW5UKF5_1l2wiIjLL6_Cp5fP95qgm2-lHebnWr7w9HkLM9J_yLFFUsogaAmw6EALw_wcB
https://www.fishpond.co.nz/Books/Weapons-of-Math-Destruction-Cathy-ONeil/9780141985411?utm_source=googleps&utm_medium=ps&utm_campaign=NZ&gad_source=1&gad_campaignid=17177494710&gbraid=0AAAAAD_dOfqbp2sgE0MSxImV50lLi_WZa&gclid=Cj0KCQjwrc7GBhCfARIsAHGcW5UKF5_1l2wiIjLL6_Cp5fP95qgm2-lHebnWr7w9HkLM9J_yLFFUsogaAmw6EALw_wcB
https://www.eeoc.gov/newsroom/itutorgroup-pay-365000-settle-eeoc-discriminatory-hiring-suit
https://www.holisticai.com/news/workday-lawsuit-amended-complaint

Current AI Risks Slovakian Parliamentary Election, 2023

How polarising deep fakes can undermine democracy
MIT Risk Repository Categories

Michal Sime¢ka Robert Fico R P BT 5 e
(Winner)

1. Discrimination & Toxicity

2. Privacy & security

3. Misinformation

4. Malicious actors & misuse

6. Socioeconomic & environmental harms Telecom company agrees to $1IM fine over Biden
_ S
7. Al system safety, failures and limitations
Source: Harvard Kennedy School, BBC Sadiq Khan Deepfake, NBC - Biden Deepfake, Keir Starmer - Deepfake



https://misinforeview.hks.harvard.edu/article/beyond-the-deepfake-hype-ai-democracy-and-the-slovak-case/
https://www.bbc.com/news/uk-68146053
https://www.nbcnews.com/politics/2024-election/telecom-company-agrees-1-million-fine-biden-deepfake-rcna167564
https://news.sky.com/story/labour-faces-political-attack-after-deepfake-audio-is-posted-of-sir-keir-starmer-12980181
https://news.sky.com/story/labour-faces-political-attack-after-deepfake-audio-is-posted-of-sir-keir-starmer-12980181
https://news.sky.com/story/labour-faces-political-attack-after-deepfake-audio-is-posted-of-sir-keir-starmer-12980181

Current AI Risks
The Deepfake Al-Driven Scam that Stole Over $25

Million, Hong Kong, Jan 2024

MIT Risk Repository Categories

How Malicious Actors Used Al Voice and Video Cloning to Execute

WeChat

a Landmark Corporate Fraud

1. Discrimination & Toxicity
Q4 Financial Review - APAC ARUP

lﬂu?.-

ﬁ-\

2. Privacy & security

3. Misinformation

. 4. Malicious actors & misuse

5. Human-computer interaction

Chinese netizens stay alert over Al scam
Global Times

6. Socioeconomic & environmental harms

Enbanos I tation Scoms i Pe
. Al system safety, failures and limitations i . .
Enhance Imitation Scams in Peru



https://edition.cnn.com/2024/05/16/tech/arup-deepfake-scam-loss-hong-kong-intl-hnk
https://edition.cnn.com/2024/05/16/tech/arup-deepfake-scam-loss-hong-kong-intl-hnk
https://edition.cnn.com/2024/05/16/tech/arup-deepfake-scam-loss-hong-kong-intl-hnk
https://edition.cnn.com/2024/05/16/tech/arup-deepfake-scam-loss-hong-kong-intl-hnk
https://edition.cnn.com/2024/05/16/tech/arup-deepfake-scam-loss-hong-kong-intl-hnk
https://insightcrime.org/news/fraud-groups-use-deepfakes-to-enhance-imitation-scams-in-peru/

Current Al Risks Hallucination and Al Slop

Mata v Avianca (US, June 2023)

MIT Risk Repository Categories

"My reaction was, ChatGPT is finding that case somewhere.
Maybe it is unpublished. Maybe it was appealed. Maybe access
Is difficult to get. | just never thought it could be made up."

1. Discrimination & Toxicity

2. Privacy & security

3. Misinformation

4. Malicious actors & misuse Detecting Al-generated text is notoriously difficult 9 ku rISEEugt

' 5. Human-computer interaction . ‘ e ' a I SL O
: S Lo , ; - -
‘ . ] - i
| 4 1 - 3

f's'

6. Socioeconomic & environmental harms


https://www.bbc.com/news/world-us-canada-65735769
https://www.linkedin.com/pulse/ai-lied-court-how-legal-professionals-worldwide-being-harkess-i5izc/
https://www.linkedin.com/pulse/ai-lied-court-how-legal-professionals-worldwide-being-harkess-i5izc/
https://www.linkedin.com/pulse/ai-lied-court-how-legal-professionals-worldwide-being-harkess-i5izc/
https://www.youtube.com/watch?v=_zfN9wnPvU0

Current AI Risks

MIT Risk Repository Categories

1. Discrimination & Toxicity

2. Privacy & security

3. Misinformation

4. Malicious actors & misuse

5. Human-computer interaction

6. Socioeconomic & environmental harms

' 7. Al system safety, failures and limitations .

New Zealand
Facial Recognition in Stores and Supermarkets

<> () [REBEL

NEW WORLD SPORT

Facual remgmtmn techtobeused  Facingthe Future: Facial recognition
at Christchurch supermarkets technolcgy in New Zealand
200060 —0

Facial Recognition Trial
Wi b v Saina T

Fid O CLARDITMETE STy B0 Tl SR Ty OF o 10T ITHHTHDSETS. Vol i DY) Tl 1T 1R Coty P AT 0 S0Vl OFF O 0008, 0 Fol L. P Ut P Tt F PaTr il
DO i TR S Dme) CieTal . VDM ) T RN OF SOFEIEE Durvtnr). T 1risd wel '\I‘JI:'\I i 1 B Ot GIOWD 300085 80 4 ] 1O a0 A 1 B TeCv el By
s will v € b B a1 the enirance

Wit hure B8 B EOREACNT Incr e s WThis 1ot in nedation 10 st (physical 5nd varbad) 50 other spgreashes, wobent and Thraatening bafaion 10wl ds tur beem masmbaers sndio!

CUBIOaE. Wa Contce This typa of behavicur a1 8 Barmiul behavicas incicent, and whane 3 perton has been involved in pach incidents, Sy wil be

reberent o cur FAT databians, VAVEH B i of FRT we hogss o privvsnt harm 5o our S mamEssrs and CuslGmass, making our 15onet & £l plsce 1o work snd th



https://www.rnz.co.nz/news/national/577111/facial-recognition-tech-to-be-used-at-christchurch-supermarkets
https://www.rebelsport.co.nz/facial-recognition-trial/
https://www.rnz.co.nz/news/business/563010/privacy-commissioner-inquiry-finds-supermarket-facial-recognition-tech-s-use-is-justified

Topics Covered

(@A TheAllLandscape

? Myths&Concerns ’
/\ CurrentAlRisks A

VU0 p—S
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Current AI Risks

Common Standards

~ ISO/IEC 42001:2023 ISO/IEC 27001:2022

Information technology — Artificial intelligencs — = Information security, cybersecurity and privacy
Management system protection — Information security management
systems — Requirements

Published [Edition 1, 2023}

-~ o Published (Edition 3, 2022)
» This standard has 1 amendment

Shee syt Readt ramole

5. DEFARTMENT OF COMMERCS

L
> NATIONAL INSTITUTE OF
N lg | TANDARDS AND TECHNOLOGY @ AICPA & CIMA

-

SOC 2® Reporting on an Examination of
Controls at a Service Organization
Relevant 1o Security, Availability,
Processing Integrity, Confidentiality, or
Privacy

NIST AI RMF Playbook

The Playbook provides suggested actions for achieving the outcomes lald out in
the Al Risk Management Framework (Al RMF) Core (Tables 1-=4 in A1 BMF 1.0}
Suggestions are aligned 1o each sub-category within the four Al RMF functions
(Gaowern, Map, Moasure, Manage),

Source: 1S042001, 1IS027001, NIST Playbook, SOC2 Compliance



https://www.iso.org/standard/42001
https://www.iso.org/standard/42001
https://www.iso.org/standard/27001
https://www.iso.org/standard/27001
https://www.nist.gov/
https://www.aicpa-cima.com/topic/audit-assurance/audit-and-assurance-greater-than-soc-2
https://www.aicpa-cima.com/topic/audit-assurance/audit-and-assurance-greater-than-soc-2
https://www.aicpa-cima.com/topic/audit-assurance/audit-and-assurance-greater-than-soc-2

Al
STANDARDS About ¥  Observatory ¥ Forums Training v Events  Global Summit  News /Blog ¥  Login v Createana
HUB

Standards Database

Find information on Al-related standards using the search and filtering
capabilities below. This database currently covers more than 500 relevant
standards that are being developed or have been published by a range of
prominent Standards Development Organisations.

Search by keyword

t Heal I Q
Domain © Application @ Scope © Topic @
Please solect Please select Please select Ploaso select
Type of standard @ Stage of development @ Issuing Body © Committee ©
lease select Please selec! Please seiect Please select
' Open for comment Free 1o access


https://aistandardshub.org/ai-standards-search/

Figure 6: Interregional and regional Al governance initiatives, key milestones,
2019-2024 (H1)

T EXHA VE, INDI

Source ‘ 2019 2020 | 2021 | 2022 | 2023 [ 2024 (M1) | Parties
‘ . . v . .
W OECD Al Pr { Principles updoted Il # 42
G20 G20 Al Principles 1 t 320 New Delhl Leaders Declaration il 21
UNESCO UNESCO Recommendation on the Ethics of Al | { | »193
67 Hiroshima Process "ﬂ!:!ﬂ-lfrO-’!Jl Guiding Pvm\j,p:es l-yrem:x:n:n.:' Code of Conduct e 1 w7
Comprehensive Policy Framework, G7 Ministerial Declaration ‘
General Assembly General Assembly resolution Il 193
United Kingdom Al Summa | Bletchiey Declaration | *23
‘ |
Republic of Korea Al Summi Secul Declaration Ministerial Statement, Statoment of intent ll # 23

Cok drafting group formed for Framework Convention v g ‘
CokE v ., CoE adopts Al Framework Convention il 57
on Al and human rights, demccracy, and the rule of law f N

£y | w EC proposal for Al legislation Il f } EC adopts Al Act Il 427
EU Ethics Guidelines for Trustworthy Al |

ASEAN | ASEAN Guide on Al Governance and Ethics Il l »10

0AS Santiago Ministenial Declaration to Promote Ethical Artificial intelligence Il ‘ 20

AU AU-Al Continental Stzategy Bl 55

# key 3 0 2 2 E - 8
milestones (Jan-Jun. 2024)



https://www.un.org/sites/un2.un.org/files/governing_ai_for_humanity_final_report_en.pdf
https://www.un.org/sites/un2.un.org/files/governing_ai_for_humanity_final_report_en.pdf

Question Bank - Considerations for Implementing Al

Human agency
and Oversight

Societal and
Environmental
wellbeing

Privacy and Data
Governance

Diversity,
Non-Discrimination
and Fairness

Fundamental rights ancompass Fghts SUch &3 human Sty and aon-discrmination, as well &

Tights in rolation 1o data protection and privacy, to name just some wples. Priof 1o self. 9
an Al systom with this A List, a i, rights impact assessment (FRIA) should be
pecformed.

A FRIA could include questions such s the following ~ drireing on speciic artickes in the Charter
and e Eurcpean Convention on Human Rights (ECHR)™ its peotocols and the Exropesn Sodal

Charter. "
1. Does the Al system p ly negatively discriminate against people on the basis of any
of the 0 o i ly): sax, tace. colour, ethnic or social orign, gonetic

featros. language, religion or belief, poltical or any other opirion, membership of a natonal
minonty, peoperty, bicth, dsabiity, 8ge Of sexual crentation?

Have you put in place processes 10 test and monitor for potential negative discrienination (tias)
during he deveiopmaent, depioyment and use phases of the Al system?

Have you put in place processes 10 addeoss and rectfy for p gats (bas) n
the Al system?

2. Does the Al system respect the rights of the child, for example with respect %o chid
protacson
and taking the chikd's best interusts into account?

Have you put in place processes 10 s0d¢ess and rectfy for potential harm 1o children by the Al
system?

Have you pet in place Drocesses 10 test and montior for potertial haem 1o children during e
development, deployment and use phases of Do Al system?



https://digital-strategy.ec.europa.eu/en/library/assessment-list-trustworthy-artificial-intelligence-altai-self-assessment
https://digital-strategy.ec.europa.eu/en/library/assessment-list-trustworthy-artificial-intelligence-altai-self-assessment
https://digital-strategy.ec.europa.eu/en/library/assessment-list-trustworthy-artificial-intelligence-altai-self-assessment
https://digital-strategy.ec.europa.eu/en/library/assessment-list-trustworthy-artificial-intelligence-altai-self-assessment
https://digital-strategy.ec.europa.eu/en/policies/expert-group-ai

EU - HIGH-LEVEL EXPERT GROUP on Artificial Intelligence
AI4Belgium Open Source Management Tool

AlsBelgium

v “ O Aldaigan | i-a5iae t-Bol
‘ e

4% Coda awatn 8 [ Blregemis B (D) dcteen [ Prsch

v
TODO BUSY DONE
Fooen r B st T 8T Lo ﬂ

4% Rate the prwvacy & data

FVEININCe mesuses and
procedres ey have vet <o for the B e L e s 848 b BBt e -

echncal Robustness And

4. Privacy And Data Governance



https://github.com/AI4Belgium/ai-assessment-tool
https://github.com/AI4Belgium/ai-assessment-tool
https://github.com/AI4Belgium/ai-assessment-tool
https://altai.ai4belgium.be/
https://altai.ai4belgium.be/
https://altai.ai4belgium.be/
https://altai.ai4belgium.be/login

EU AI Act

Endity type
Which kind of enlity i yous enganmaton?
Mot 1t i posaiile 10 Be moltinle ypes of snlify & anoe, accvding fo

33 1Y o i et che it of ILdtigde B, yowr st

complete the form ance for sach hype

3 BN Aol
Intelligancs Act

Official Journal (2024)
) 50 I ) Provider

| Doy

") Dintribrtes

| importes

>

E ) Prodect manufacberer
Suminary of Tha Al At () pantorsed representative

Al Azt Exploner

See definitions

ke et b Tkt e

MINIMAL RISK

UNACCEPTABLE RISK

Source: EU Al Act,

PROHIITED

HIGH RISK

CRITICAL SECTORS WITH POTENTIAL
FOR SIGNIFICANT HARM

LIMITED RISK

TRANSPARINCY OBLIGATIONS

ENDAATAVE ), UMY ARES. ENOTION RECONGTION, INTURACT

-

%

BENGN APPLICATIONS

SR LTINS, A



https://artificialintelligenceact.eu/
https://www.holisticai.com/blog/penalties-of-the-eu-ai-act
https://artificialintelligenceact.eu/assessment/eu-ai-act-compliance-checker/

LLM Safety for beginners Ask yourself

& Be Cautious
How sensitive is the information you're working with?
® Be Curious
What are the strengths and limits of the tech?
@ Be Capable Are you steering the Al or is the Al steering you?
- . ”
Q Be Critical How do you know this is true?



1! Opinion Alert @

Don’t let your chat history train future models

ChatGPT Gemini

- ChatGeT

© S Where should we begin?




Change your passwords, Use a password manager

HOW
EXPOSED

AM:1?

S —
X

O tPassword



https://haveibeenpwned.com/
https://haveibeenpwned.com/
https://haveibeenpwned.com/
https://www.howexposedami.co.nz/
https://www.howexposedami.co.nz/
https://www.howexposedami.co.nz/

11 Opinion Alert @

Use these tools instead

Google Notebook LM @ Perplexity.ai
Understanding Complex Topics Internet Search (with citations!)

' . C I T |
- - [:1
] f wur GEED - \
d P — - 5 perplexity D
) . : — = What do you
'.—'-'-' -—-“-. Science in Motion & praRe
R e - ~ ‘i = perplexity [ e
— . . [T T p ) 2 °
@
S i g
»
= " Mg wWeE Y Y oD
—— : cccccccc
-9 o v @
- - . —
@ )




Worried about Shadow AI?
Google Workspace is best for
small companies

Google Workspace

SOC2 Compliant B

Data isn't trained for future

models Starter Standard Plus
£10.50 v $21 $33mm

Access to latest models/tools oo s s o e o s

Largest context window

2 million tokens e Hetsunsns He s

Cheapest ($21 per month per " | " o | oy

person with annual subscription + s oo g "

$20 domain) o S

I Opin

on Alert @



https://journals.sagepub.com/doi/10.1177/20539517241232630#core-collateral-metrics

I1 Opinion Alert @

(®» Have an AI Champion within your Organisation

Their Job: % day per week (or 10% of their time)

e Reading news articles, Newsletters
e Go to meetups, conferences
e Take free online courses from DeeplLearning Al

Their Output (Approx 3- 6 months): Write an Al Policy for your organisation



11 Opinion Alert @

Consider free Offline Models

£ LM Studio \I¥ ) gntdall Solutions Enterpeise 8log Comnmundty Docs
Local Al, on your computer.
Your Private and Local AI Chatbot

& Download for macOS v Try the Nomic Platform



https://lmstudio.ai/
https://www.nomic.ai/gpt4all
https://www.nomic.ai/gpt4all
https://www.nomic.ai/gpt4all

Overwhelmed with AI News?

“Save time” checklist for beginners

Does the news article or academic paper or report.....

Original Contribution. Does this add something new to the discussion, or just repeat what others have said?
Engages with Existing Literature. Does it acknowledge and build upon previous research in the field?

Addresses Counterarguments. Does it fairly consider and respond to potential criticisms or alternative viewpoints?
Transparent Methods. Is it clear how the author reached their conclusions and did they justify their approach?
Acknowledges Limitations. Is the author upfront about the weaknesses or boundaries of their research?

Demonstrated Impact. Has it been cited or used by other experts in the field?


https://internationalaisafetyreport.org/
https://internationalaisafetyreport.org/
https://internationalaisafetyreport.org/

Emma’s Tactic

,.\ Al ACTION
4+ summMIT

International
Al Safety Report

The International Scientific Report

on the Safety of Advanced Al

January 2025

11 Opinion Alert @




Action

Emma Recommends Resources & Slides

(=] Read one Al newsletter ~ Ben's Bytes, the Batch, The Al Corner https://linkly.link/2KHKQ

69 Listen to Al podcasts The Economist, DarkNet Diaries, Hidden Brain, Diary of
aCEO

=7 Explore Al YouTube Jeff Su, Tina Huang for real world business applications

channels 3BluelBrown, CrashCourse for technical understanding

B8 Join local communities Christchurch Al Meetup, Python Meetup, UIUX Meetup,
Christchurch Al Risk and Ethics Meetup

meetups once per month

@ Take free online classes Deeplearning.ai, Anthropic, BlueDot Impact


https://www.bensbites.com/
https://www.deeplearning.ai/the-batch/
https://theaicorner.co.nz/
https://darknetdiaries.com/
https://www.youtube.com/@JeffSu
https://www.youtube.com/@TinaHuang1
https://www.youtube.com/@3blue1brown
https://www.youtube.com/watch?v=GvYYFloV0aA&list=PL8dPuuaLjXtO65LeD2p4_Sb5XQ51par_b
https://www.meetup.com/christchurch-ai/
https://www.meetup.com/en-au/nzpug-christchurch/
https://www.meetup.com/uxchch/
https://www.meetup.com/christchurch-ai-risk-and-ethics-community/
http://deeplearning.ai
https://www.anthropic.com/learn

Talk to experts in our community for free

-@ ”CQRIU{- www.meetup.com/christchurch-ai-risk-and-ethics-community/

Christchurch Al Risk and
Ethics Community

0O X Do



https://www.meetup.com/christchurch-ai-risk-and-ethics-community/

Al is......

A tool for generating new ideas or content

A sophisticated assistant that can summarise
long documents or complex data

A technology that learns from data to make
predictions or decisions

Something that can save you time on tedious,
repetitive or complex tasks

E4 A tool that can automate parts of a creative or
analytical process

Al is not.....

¥ A solution that is 100% right (and it never will be)

KA replacement for human creativity, critical
thinking or expertise

b4 Always a source of verifiable, fact-checked
information

¥ A conscious human-like entity

¥ Something you can use without any thought or
oversight


https://theaiassembly.com/resource/what-is-ai-the-in-depth-checklist/
https://theaiassembly.com/resource/what-is-ai-the-in-depth-checklist/
https://theaiassembly.com/resource/what-is-ai-the-in-depth-checklist/

Bonus: Watch Positive Media on Al

RS
INT R RENGITR N
e A L :‘3




AlphaFold
Protein Structure Database

Developed by Google DeepMind and EMBL-EBI
s et o oot s oo
© o
T1037 / 6vra T1049 / Byaf
90,7 GDT 93.3 GOT
(RNA polymerase domain) (adhesin tip)
AlphaFold DB provides open access to over 200 million protein ®Experimental result
structure predictions to accelerate scientific research. @ Computational prediction



https://alphafold.ebi.ac.uk/

Thank you




Bonus: Emma’s Favourite Books
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